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What risks are there 
• Viruses and Malware - loss of control of your info on your devices 
• Password hacks - another way to lose control 
• Revealing personal info, leading to identity theft 
• Falling for deception and trickery 
 
Viruses & Malware 
• iPhones and iPads have very little risk of these (Macs have more). 
• iPhones and iPads only accept software from the Apple store. All software is thoroughly vetted before it is 

released to you. You cannot add software from other sources, unless your device is “jailbroken” to get around 
the built-in restrictions. (You don’t need to worry about this unless a family member is a hacker.) 

• Use Malwarebytes.com to identify and remove malware on Mac computers 
• On Mac computers if your browser screen is frozen with scam popup, press Shift + Option + Escape to open 

the Force Quit Applications dialog, to forcibly close the browser, and then hold down Command key when 
open browser the next time so that you don’t go back to the same spot.  

 
Passwords 
Passwords are used to protect sensitive information. The more sensitive the information, the more important it 
is to use secure passwords. 
The most common passwords are “password” and  “123456”. Don’t use them! 
 
Common secure password rules 
Use upper and lower case letters, numbers, and special characters.  
Don’t use predictable names, dates, places as a basis 
At least 8 characters, preferably a lot more!  
Never repeat passwords from one account to another 
Change them frequently.   
Don’t write them down.  
 
Alternative BETTER password solutions  
• Use a secure password manager like the free Dashlane, which can be used with multiple devices. 
• If you can’t handle random, secure strings of characters, use long nonsense phrases you can remember, e.g, 

Monochr0meRainbows! 
• Reuse part of a password to help with memory, but prefix each password with 3 or 4 characters from the 

site, e.g. for Amazon, use ama*rubberCheeri0s, for Facebook, use fac*rubberCheeri0s. 
• RELATED password solutions 
• When asked verification questions to help identify you, for example, “What is your mother’s maiden name?” 

or “first pet’s name” - never answer them correctly. Use something ridiculous you can remember, like 
“tinwoodman”. 

• Make sure your Apple password is secure and changed frequently. 
• If you hear a site you use has been hacked, immediately change your password. 
 
Personal information 
Be very careful what personal and family information you put online, particularly in social media like Facebook. 
Use a restrictive setting, not one that gives access to all. 



Think twice before completing online questionnaires, even from valid places. Does your dentist or auto dealer 
really need your SSN online? Give it to them personally, not online, if they need it. 
 
Deception & Trickery 
Fake email used to be full of broken English and bad spelling but not always. Email addresses are easy to 
harvest and forge.  
Web links may look right in email, but go to some place completely different than what they say. 
 
Example 1: Be very skeptical about unexpected email, even from friends. If it feels wrong, it probably is. No, 
you didn’t win the lottery with the ticket you never bought. Your close friend touring Europe did not lose her 
pocketbook and passport. Even though the From address was your friend’s address, it is easily forged. 
 
Example 2: If your bank calls you to question a check or charge, is it really your bank? They do make such calls, 
but they never ask for personal information such as account number. If they do, tell them you will call them 
back and look up the phone number yourself. Do not use the number they give you. 
 
Example 3 Don’t be taken in when you receive a phone call from a official sounding “Customer Service” person 
saying they can help with a virus on your computer.  If you believe them, they will ask you to give them remote 
access to your computer, and they will definitely install malware.  
 
TIPS 
• If you have more than one device or computer in the family, activate the Find My iPhone app. Share with 

family. 
Use Lost mode in the app, if it is not near you to lock and track it. 
Use Remote Erase in the app, if it appears stolen. 

• Back up your iPhone or iPad 
• Go to Settings > iCloud > Backup and turn it on 

 


